
Idea 
HePaaS

A Whitepaper by

Senior Solution Architect at Ideas2IT Technologies

Ramanavel Selvaraju



Index

Overview  ........................................................................................ 03

Platform Capabilities ....................................................................... 04

Architecture .................................................................................... 05

Data Ingestion from Heterogeneous Sources ................................ 05

Data Cleansing & Standardization .................................................. 07

Pre-built Analytics & Predictions .................................................... 08

Machine Learning-based Schema Mapping ............../.................... 09

Idea HePaaS Benefits ..................................................................... 09

References ....................................................................................... 10

Whitepaper: Idea HePaaS 02



Whitepaper: Idea HePaaS 03

Overview 
It is vital for every organization to leverage its valuable data to build compelling products 

and insights. In the case of Healthcare organizations, data is available from in-house sources 

like EHRs, patient portals, payer systems, and more recently medical devices and wearables.

With the availability of such rich and diverse data, the complexity of managing it also 

increases exponentially. Every healthcare enterprise is putting in a lot of effort to build the 

horizontal components necessary to manage this data, while they actually should be 

focusing on developing the business use cases specific to them.

Healthcare-specific systems should address the complexities of Compliance, Security, and 

Data Standards.

Idea HePaaS is our solution to this problem statement. We have abstracted all the 

functionalities required by an Enterprise-grade Healthcare Data Platform and built it into the 

HePaaS. This enables our customers to marshal their data and develop interesting business 

use cases.

Compliance: Healthcare organizations need to meet stringent requirements 
pertaining to HIPAA, 21CFR, etc. This is necessary, given that they handle 
very sensitive ePHI information.

Security: There is a need for high-grade security (SOC2 compliance) as PII 
data is involved.

Heterogeneous Data standards: While Healthcare has a lot of good 
standards for data definition and interoperability like HL7[1], FHIR[2], the data 
representation can still widely vary. For instance, two HL7 implementations 
might handle patient ethnicity differently. Hence there is a need to provide 
sophisticated mapping and auto-configuring capabilities.



Platform Capabilities
Idea HePaaS has the capability to handle the following use cases:

Ingesting Real-Time Streaming Data
The Idea HePaaS can ingest real-time streaming data from any source publishing healthcare 

data, supporting a wide variety of protocols including HL7 V2/V3, CDP, FHIR, etc. It can 

process large volumes of data efficiently and supports encryption at flight and rest.

ML/AI-based Schema Mapping & Data  Preparation
HePaaS maps the various data sources to our canonical data model leveraging AI/ML. 

Frequently required data preparation features like imputations are also available.

Data Cleansing & Preparation of Structured Healthcare Data
Healthcare data is often under-prepared for analysis. This platform facilitates the 

preparation of internal healthcare data for cohort building and analytics. The purpose of this 

use case is to process and clean multiple administrative datasets and build a cohort of 

patients. 

Process Unstructured Data
Unstructured data like clinical notes is an important element of any healthcare platform. 

Idea HePaaS has the ability to facilitate the processing and analysis of unstructured data 

such as free text and images. It supports the ingestion, parsing, and storage of unstructured 

data.

Pre-built Public Datasets
Many analytical use cases can be improved by enriching the enterprise’s data with publicly 

available datasets. This could be healthcare related, socio-economical data, and more. The 

platform has integrations with many public APIs to ingest rich datasets. It has also imported 

publicly available datasets published by institutions like Harvard and MIT. 

AI/ML
A key focus of the platform is to build, train and implement Machine Learning models into 

clinical practice, incorporating a variety of datasets. So Idea HePaaS comes with an 

integrated functionality for building, training, and operationalizing ML models.
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A healthcare data platform should be able to digest data available in different silos and 

leverage it to get insights in real-time to enable analytics. The chosen platform should be 

able to ingest  real-time streaming data from hospital Enterprise Service Buses (ESB)[3]. The 

ingested data should be available for analyzing and implementing role-based access.

Architecture

Data Ingestion from Heterogeneous Sources
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The HePaaS’ Data ingestion design is based on FHIR, to ensure data interoperability 

between heterogeneous data sources[8]. FHIR is used to standardize the exchange of 

healthcare information, enabling healthcare providers and administrators to easily share 

patient information even though they are using different software systems. The aim of FHIR 

is to address the growing digitization of the healthcare industry and the need for patient 

records to be readily available, discoverable, and understandable.  Also, as per CMS 

9115-F[6] Mandate, any Medical-Healthcare Payer holding Patient information must provide 

access to the third-party App providers using FHIR APIs.

Legacy Data Integration
FHIRWorks, AWS API for FHIR is used for conversion of legacy HL7 messages to FHIR 

Format. It also supports the integration of data with EHR systems.

Data ingestion Engine
This utilizes AWS Data Factory and custom ETL scripts to store the data in AWS Data Lake.

Security
The Data Ingestion Engine supports data encryption in transit and in rest by using 

configurations available in different AWS components. It also handles granular access 

controls to different users for different levels of data by using the Resource-based Access 

Control module in AWS.

Data Analytics Engine
Idea HePaas supports Data Analytics and Reporting on real-time data using Amazon 

Quicksight analytics.

Data Ingestion Design
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The Idea HePaaS platform has the capability to import bulk data via secure FTP using AWS 

Cloud Service and S3 Client. The data is ingested into AWS S3. It utilizes the Apache Spark 

framework in AWS EMR for performing data mining, data transformation, and other data 

operations such as:

De-identification, masking, suppression, and profile data

Cleaning, deduplication, to ensure all field types and values

Feature engineering

Building a secure data pipeline between S3 to EMR for data mining

Idea HePaaS also handles archival and historical storage of data in AWS Lake 
Formation

Supports creation of a decision support system using Amazon Redshift for 
supporting business and organizational decision-making activities

As stated earlier, Healthcare data is often under-prepared for analysis. Data platforms 

should have the ability to process and clean multiple administrative datasets for cohort 

building and analytics. It must process multiple internal healthcare data and it must be 

linked based on patient information. Data processing should include rapid exploration, 

deduplication, and data cleaning.

Data Cleansing & Standardization
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Supports the ingestion of external data sources using AWS Data Pipeline and 

storing the information in AWS Lake Formation

Handles data preparation for the Machine Learning model using Apache Spark 

framework in AWS EMR

Handles building the best machine learning model and measuring accuracy using 

AWS Machine Learning

Supports Lifecycle Management and ML Democratization of Machine Learning 

models using AWS Sagemaker Machine Learning pipeline and AWS Machine 

Learning

Intensive Care Unit (ICU) Readmission Prediction

Patient Appointment No-Shows Prediction

Prediction of Early Onset of Sepsis[4][5]

DocSearch – a Natural Language Processing (NLP) based Answering System

Face Mask Detector using Deep Learning (PyTorch)

The Prebuilt Suite of AI models for Clinical Practice includes

A key focus of the platform is to build, train and implement Machine Learning models into 

clinical practice, incorporating a variety of datasets[3]. So Idea HePaaS comes with integrated 

functionalities for building, training, and operationalizing ML models. 

Idea HePaaS supports the full lifecycle of ML from data analysis to building/testing and 

deployment.

Pre-built Analytics & Predictions
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Using ML-based schema mapping, input data labels are predicted and classified

ML models can be integrated with any input data source (HL7V2, FHIR, etc)

ML-based schema mapping can enable seamless data integration

An expert rule engine on top of the ML solution would make the solution more 
accurate thus reducing the job of manual integration

Auto Data Prep features like Data Imputation, Outlier detection, Normalization, 
Scaling enable the preparation of the data with very little manual effort and coding

Eliminates high up-front investments in building data platform infrastructure, 
training, and implementing Machine Learning Models for Clinical Practices, 
incorporating a variety of datasets

Helps focus on design, development, deployment, and maintenance of 
business-specific value-added components

Eliminates operational overheads of maintaining an elaborate software set-up for 
foundation healthcare requirements

Reduces Go-Live lead time for value-added software component development

Who could benefit from Idea HePaaS
Healthcare Software Partners that provide software services developed in-house and 
looking for adoption of readily usable technology platforms for leveraging their valuable 
data.

Healthcare datasets are myriad in nature, with different metadata types and data formats. 

Mapping schema from different EHR and other healthcare sources is a challenge and takes 

a lot of manual effort and domain expertise[7]. While rule / template-based mapping might 

work for a few data sources, it might not be a feasible solution when data sources scale up.

Here are some of the features of Idea HePaaS in this perspective. 

Machine Learning-based Schema Mapping

Idea HePaaS Benefits
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About Ideas2IT Technologies
Ideas2IT was founded in 2009 by an ex-Googler, to bridge the gap between 
Thinking-for-Business and Custom Product & Software Development. The 
organization counts Fortune companies like Facebook, Bloomberg, Microsoft, 
Siemens, Roche, and Netsmart amongst its clients. Ideas2IT typically works on 
innovation-led product engineering projects. The company is best known for 
leveraging cutting-edge technologies and technical depth. Know more at 
www.ideas2it.com.

This whitepaper is for information purposes only and may be subject to change without prior notice. Ideas2IT does 

not make or purport to make, and hereby disclaims, any representation, warranty, or undertaking in any form 

whatsoever to any entity or person, including any representation, warranty, or undertaking in relation to the accuracy 

and completeness of any of the information set out in this whitepaper. Ideas2IT accepts no liability for damages, 

whether consequential or indirectly, of any kind arising from the use, reference, or reliance on the contents of this 

whitepaper.

This whitepaper may contain references to third-party research, data and industry publications. No warranty is given 

to the accuracy and completeness of this third-party information. Neither the third-party information, its inferences 

nor its assumptions have been independently verified.

Ideas2IT Public shall not, under any circumstances, constitute a continuing representation or create any suggestion 

or implication that there has been no change, or development reasonably likely to involve a material change in the 

affairs, conditions, and prospects of Ideas2IT, or in any statement of fact or information contained in this whitepaper 

since the date hereof. Information contained in this whitepaper may not be reproduced without the written consent 

of Ideas2IT Technologies LLC. 
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